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THE INFLUENCE OF C -POWER ON HISTORY . 

LECTURE HO. 3 

HAKIM} THE MOST OF A CFtYPTOLOOIC OPPCRTOKITT , 

PART 1 - mRODUCTIOH 

The Walter Cronkhite Television Story Entitled 
" The Secret Message that Plunged America into War I 
cate of the episodes of hla "You are There!" Series 
presented over the Columbia, Broadcasting System TV network 

on 

23 October 1955i repented on 4 August 1957. 




It's a nice thing to solve an eneay's cryptosystem and as a result glean 
information which in pretty nearly all cases is indubitably authentic because It 
cooes right out of the horse's mouth; but if you can't use the information without ' 
arousing the eneny’s suspicion as to its origin, what good is it except, perhaps, 
for historical purposes? In other words, it's one thing to have COMIliT — and another, 
to use it properly , that is so as to continue to receive the blessings which flow 
from your si ' j y fco -astuteness and good security. Another way ocf putting the natter 

b 

I'm going to discuss at bcsb* length today is to say that in the CQMIMT business we 
try our beat to eat our cake and still have it; and we try this neat trick, pretty 
nearly every day. Our score hasn't been too had and now we're going to observe 
* "C -power" = Cryptologic power. 1 
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an excellent, case illustrative of these two phenomena which ore so often hard 

A 

I 

to Join in an enduring cryptologic marriage, vify using CGMIiiT to its utmost 

j _ 

advantage and at the same time protecting it so as not to dry it up at its source. 



1 Imagine that the name Alfred Ziaaermann for- many of you is not one that 



arouses much interest these days; in fact, I doubt that the name means anything 

Jt 

to a great many of you. Yet, this gentlemen, of wham X find it difficult to say 
"may his soul rest in peace”, was the German Minister of Foreign Affairs in Berlin 
in the years 191^-1917, a diplomat whose unimaginative conduct of German foreign 

affairs in the three critical years I've mentioned constituted a fine example 

► 

of how not wO make friends and influence people; in fact, it can and has been said 



by many historians that Herr Zimmermans 's culminating caper in a career of 



clunsinesc brought the United States of America into World War I as an active 
belligerent on the side/ that was wrong for his country, that is, on the side of 
the Allies; and this, within a month after what he did became known to the Americans. 

! /.* LA 

v 

The ndlitary^could have easily been thrown to the other side— during the critical 
months of the year 1916 — had the Germans and .particularly Zimsermaaa ,been more 
astute. I lived through that period and X knew from first-hand experience that 
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there were several occasions when it wouldn’t have taken much to tip the balance 
, in favor of our joining Germany. The consequences of such an event can hardly 

i i 

be gauged ; it would be an understatement to say that the course of history could 

■* * 

have been changed in a most spectacular manner. 

•' w ' . 

1 » 

What did Herr Zimmermans do, or fail to do to merit so 3trong a statement as 

" ' i 

* 1 * 

’ * * 

the one I’ve just made? What did he do or fail to do that -tipped the balance 
suddenly in favor of Britain? What he did was to send a telegram on 1 6 January 1917 

*m l 

1 

- to the German Ambassador in Washington with instructions to forward its contents 

% 1 

to the German Minister in Mexico. The telegram was in a German foreign office 

1 

1 s 

H * 

code and it was intercepted and solved by the British cryptanalyblc unit in- 

i - 

London. What Eerr ' Zimnermann failed to do was, first, to realize how violent 
the American reaction might be if they learned the contents of his message before 

t 

what he proposed in it could be brought to pass; and., secondly, to see to it that 

i 

the cryptosystem that had to be used to encrypt his message was technically sound 
enough to protect "its contents against cryptanalysis and premature disclosure. 

In the aftermath of the discovery of Ms diplomatic dumbness he did and failed to 

1 

do something else in connection with his now famous message — but of that, mare later. 

In order to prepare a proper background for the Zimnermann Telegram of 
16 January 1917- -that’s what it’s called in history — I will give a brief picture 
of the situation from the outbr ;nk si ite war, on 1 August up sc aboux the 




- 3 - 




REF ID : A628 



tine the telegram was seat . 

By 191^ had become so dependent on sea-borne Imparts that her people 

couldn’t live | let alone wage war, for acre than four or five weeks after her 
sea-routes were broken. Keeping these routes open was therefore the principal 
task of the British Navy. On the other hand, her principal enemy, Germany, was 
not dependent on sea-borne Imparts, so that the British Navy’s historic function 
of arresting an, enemy's sea-borne trade lapsed after German shipping had found 
refuge in neutral parts. 

There were, then, the British Grand Fleet and her hardly much inferior 
protagonist, the German High Seas Fleet .both glaring at each other at a distance, 
and, although the Grand Fleet was becoming impatient and spoiling for a fight, 
the Germans didn't dare risk their fleet in major battle. They confined their 
attacks to sporadic forays by fast units and to minelaying. 

German hopes of quick victory were shattered when the heroic resistance of 
Englishmen and Frenchmen in trench warfare in France brought the war to a stale- 
mate. With each passing month it became clear that there could be no Gerwm 
victory unless British overseas trade was cut off. Sven in 191? , In certain 
German circles, there were those who had what appeared to be a good Idea, vi 2 .. 
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to give highest priority to building submarines and use them to destroy British 
and, if necessary, all other shipping to the British Isles . In short, these 
people thought that the successes of the Geraan snail submarine flotilla of 191*t 
pointed the way out vithout risking their Geraan High Seaa Fleet. But the tine 
vas not yet ripe for such violent aeasures. 

The time wasn't ripe because civilized rules of maritime warfare required 
that no merchant ship be sunk vithout warning; time vas to be given for the 
crew to take to life boats. These rules vere being respected by both belligerents 
but far the Germans this severely reduced the destructive power of their submarines 
and from time to time their commanders cither or. their own initiative Ignored or 
they were ordered to ignore them. That this vac true especially in the case of 
the British merchantmen^ goes almost vithout saying. But there vere bound to be 
mistakes and sometimes the ships of neutrals were also sunk, with the result that 
the German unrestricted submarine warfare , as it came to be called, brought a 
wave of resentment against the German Government. Many bitter and acrimonious 
notea vere sent to that government, especially by our Government, when our ships 
vere sunk and specious excuses vere given for such sinkings. Germany decided 
that it couldn't pay the price of unrestricted submarine warfare in the form of 



- 5 - 



REF ID:A62864 




universal condemnation, and soon gave up the practice. But as regards American 
ships there continued to he trouble and American antagonism was heightened by 
the discovery of plots and sabotage activities of German agents in America. 

The powerful German submarine offensive in I?l6, even though unrestricted, soon 
began to take a dreadful turn for the British. Soon the daily toll at shipping 
losses became so heavy that it began to be obvious that unless some new tide set 
in — or unless the United States of America could be drawn Into the war on the 
Allied side-- there could be only one end to the war, and that end would come 
soon. 

Britain’s problem was then tyro-fold: ?»rst, to labor prodigiously to gain 
mastery over the German submarines; but this, it was recognized, would be a slow, 
a very slow, process. Second, to try nob to Irritate or antagonize the United 
States, aoi certainly not to exasperate America as were the Germans. The hope 

was, of course, that the Germans would sooner or later, the sooner the hotter, 

•—■C ' c. "• C-- 

good us into Joining the war against Her many. The British vere fortunate in both 
respects. It tuned out that thanks to the tremendous exertions of their ship* 
builders, scientists, and sailors, mastery over the submarines was attained, but 



-6 




REF ID:A6286 



that didn't cone until early In 1918. With this phase of the British problem 
as I've Just stated it, ve shall not concern ourselves today. It Is with the 
other phase of it that my talk will deal. 

Let '8 see how the Germans behaved so as to outrage nearly all Americans and 
practically force President Wilson to ash Congress to declare war on them. 

We know from autobiographies of certain persons such as Hindenburg and 
Ludendorff that an important question began to be discussed within the German 
High Command in August 191 6, The question was whether or not to returns 
unrestricted submarine warfare. In December Ludendorff made a tour of the 
entire front and returned profoundly pessimistic. Radical steps would have 
to he taken. And on 9 January 1917 Emperor Wilhelm held a council of war at 
flees . The Navy practically guaranteed the success of unrestricted submarine 
warfare. The Military High Conmand Joined in urging its adoption and the 
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German Chancellor Bettaann-Holweg yielded. Botes were sent out on 31 January 1917 
to all neutrals that beginning on 1 February 1917* German submarines would slide 
at sight ALL ships met on the high seas; in short, the German Government officially 

4 

1 

proclaimed that unrestricted submarine warfare was being resumed . And it was— 

i 

i • > 

without further ado. 

What did President Wilson do on receipt of the German proclamation! Why, 

I 

two deys lr, ter, 3 February, he iafermcl Geras.; Artoassadcr von Bernstcrff that 

the United States was cutting diplomatic relations vtth Germany. Von Bernstcrff 1 »■ 

, v - • 

career in the United States was over; he wasn't given much time to pack his 
belongings and go hone. And, of course, American Ambassador Gerard in Berlin 
was called itoto. But note that sever in” diplomatic relations doesn't mean -jar— 

\ 

and it didn't in this case. 

It vao ciily .Eitural for Britain to hope that ve would nor ,;aia her in the 

- - 

war against Gc&^jy, but, sad to say, ;-e held back. To many of^ue cur position 
was <juite humiliating because it m a clear that so were vrnable to give our own 

i 

merc h a ntm e n any protection whatever, that is, it-seemed that we- Just couldn't 

i 

provide protection without going to war, and that was something President Wilson 



hod promised not to do; he said he was going to keep us out of the war. But one 
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thing he hadn't promised was to keep our merchantmen sailing on the high seas 
where they had every right to he. Hence, after the German declaration of 
unrestricted submar i..e warfare there vae nothing our ships could do except 
keep within American harbors; they were afraid to leave because they would, 
certainly became helpless victims of submarine torpedoes— with large leases In 
life to be expected. This situation was unbearable but, as I've said, President 
Wilson was determined to keep us out of war --Just as the Scandinavian and certain 
other countries in Europe were keeping out of it. 

On the whole, our sympathies were with the Allies but certain additional 
factors were Involved in the situation. For a large part of the United States, 
especially the Middle end Far West, the war in Europe was thousands of miles 
across the Atlantic. It might as well have been on another planet so far as 
they were concerned. Moreover, the feelings of a large German -Amer lean population 
had to be taken into account, especially when British high-banded action, every 
once In a while, severely prejudiced their case. Still, the President held 
back. One writer, commenting on President Wilson’s conduct, said that he 
"was hesitating on the brink of war, reluctant to plunge into it, clinging pain- 
fully to the Idea of strict neutrality which seemed to be almost a part of bis 
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religion." 

But maybe a Bit of politics got mixed up with the religion "because, as 
some of you may remember, the Democratic slogan for President Wilson's campaign 
for a second term was: *he kept us out of war". And let's not forget the other 

famous explanation he gave for keeping out of war: his statement that "there 
is such a thing as being too proud to fight!" I won't try to defend that. 

After severing diplomatic relations with Germany something bad to be done, 
of course, to try to give our merchant ships same protection and the question 
of arming them to protect themselves was discussed. The idea was to let the Navy 
provide guns and trained gunners to handle them, and on 26 February, President 
Wilson addressed Congress in Joint session to advocate that course of action. A 
bill known as the Armed Ship Bill was introduced in both Houses of Congress, and 
on 1 March it passed the House by a vote of 403 to 13. In the Senate it was 
less fortunate; it became the subject of acrimonious debate which finally developed 
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into a filibuster led by Senator La Pollette of Wisconsin. The filibuster vas 
successful and succeeded In preventing passage of the bill Wilson wanted . But 
the President still had a way open to him to do what he wished done— his 
constitutional powers to direct the JJavy to furnish the guns and gunners for 
American ships that had to pass through the German-declared war zones. "While 
the Armed 3hip Bill was under discussion in Congress another event occurred 
which caused the greatest excitement throughout the country and aroused the 
people of the United States even more/’ Secretary of State Lansing wrote, "than 
the announced policy of submarine ruthlessness." What va3 this event? It was 

f.Vlil A. I-Vm' * 

the one which involved wh a t T*m< tens ed "a cryptologic opportunity" 1m the title 

A 

at my talk. It vas an event which almost overnight it seema changed the picture 

event and the 

entirely. What was the/opportunity? It was the disclosure of the interception 
and solution by the British of the Ziunermann Telegram. 

Sow, his tar Ians may disagree as to why the United States became a belligerent 
in World War X; oven some of them, still believe we vent in cn the wrong side. 

But I think that most historians wojrti now agree that it vas the interception 

i 

and solution of the Zlmmeraann Telegram .and the brilliant way in which the British 

✓ 

• i i 

used It, that brought us into the war just in the nick of time, and on the right 
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t 

_ * 

side— the side of the Allies . And because the U.S , vas and still is the leading 
power In the Western Hemisphere, the Zimnenaana telegram helped to baring Argentina, 
Boliva, Brazil, Cuba, and Panama into the Allied camp. There could now be no 
doubt whatever as to the outcome of the war. 

The whole episode, replete vith drama, farms one of the most dramatic of the 
historical episodes recounted by television on Walter Cronkhlte's "You are There!" 
series . Some of you may have seen it when the program vas presented "live" over 
WTOP-TV ; some of you may have seen It as recorded on motion picture film, a 
copy of which is owned by NSA and which I’ve borrowed from the Office of Training* 
That sound-track film ve now are about to see and hear. I’d like to add that the 
Zimmer monn Telegram of 1 6 January 191? vas the subject of a radio broadcast by 
the British Broadcasting Corporation as recently as on 26 May 1958 . I'm 

trying to get a transcript of that broadcast. I mention this to show you that 

/ 

, * 

the subject Is still quite a live one today — more than 40 years later! 

Now let's have Walter Cronkhlte’s film. After that I’ll take up the back- 
ground and detailed account of this spectacular and fateful cryptologic episode 
of World War I. 

******** ••** * 
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■’jfhe CrontoiteNf part a etrietly authentic and truthful 

>X ' ' V 

/ 1 

Recount. 1 hardly need cogent that^Efe veil portrays the importance which the 



V,-'- 






* \ r) 

ZlMBWgnaim Telegram exercised upon-history because what almost immediately 



followed the disclosure of its contents. 



p tufl y nf“ th i ) i anuses led - to .our- eu try -into VofiaTVaS^'T add tBe"?5Te''pIayed 




, hf^sasr-c ewfcry. 

- Just before the film started 1 said I'd go into the background of this 

episode and give you a detailed account of this, the most spectacular and fateful 

- (* 

S single oryptologic episode of World War 3^ or of World War II, far that matter. 

I thinir that an episode of such importance in cryptologic history warrants 

* *. . “ . 

careful study by crypt ologists as well as historians. It is a story replete 
with lessons on the disastrous consequences of weakness in "C -power", as well 
as onlhc opportunities attendant upon strength in "C-pcver". 






t ** The f h edrte»* h a KBBB >gf Hitf' tl w Zlmmermann Telegram was sent on 16 j^r 







' J “4917, its decrypted plain text was published on March 1st, and within a little 

i 

one month after publ i cat i on^ on April 6th, we declared war- on Germany. 



over 



According to practically all his tar Jans there seems to be little doubt that we 
entered the war when we did because of the Zlmmermann Telegram. Perhaps we in 

a'-* JU 

the cryptologic .field should be a bit more specific and say that we entered -a*»- 

A 



ceuuu&‘< 



n.of German obtuseoess In affairs diplomatic 



and naivete In affairs cryptologic^ and, w e- shou l d a d d y^that ^ve entered, 'rrtfr it., 



because of British astuteness In affairs diplomatic 



c/and/ 



"fevw )H o^f- \ .u'.v^ * if»i* c 

because Of 'their brilliance in affairs cryptologic. Or, should these^ 



fcjs reasons be interchanged In their order. I'll let you be the judges . 

" 13* - . 



The Cronkhite m gstEpat 6 2 the in P act that 

disclosing the contents of the Zlmnermann Telegram had on Congress. It was only 
to be expected that question and doubt should be raised as to Its authenticity. 
The newspapers were full of denunc iat ions and discussions of what people regarded 
at first a complete hoax, a patent fraud. In the Congressional Record the debate 




Telegram, which had so far nothing to back it except the word of the Washington 
Correspondent of the Associated Press, far, mark you, the disclosure had not been 
made on the authority of the State Department at all I Strange as It may seem. 

It bad appeared merely as an Associated Press dispatch which was widely dis- 
tributed apparently upon Its own responsibility. You will recall this point 



' fe th. Crocttit. OA 1M ^ 4 X3 ^ '« Ji*^ 

.* -• -- i 



i- *■ • ■■■— 

9 ■ i 



the delay between the date the Zimmer mann Telegram was sent 

.it" i 

•*wt i j f 

Id January 1917, end the date its contents were communicated to the American 

-Jttmssadar, 2k February, a period of almost six weeks. Why did it take so long? ,/vJ 



1 



was a question many persons asked. Wasn’t that suspicious? What kind of 

S&ifj • r-u 

British skullduggery was being covered up? / Walter Cronkhite tried to give an 




explanation. He said or rather hinted that the story was held back until the 
Qermsns changed their code. Then the Zimmermans Telegram could be published 



without harm to British intelligence. Well, let's see. At^bMs pcdntrperhape* 

. - ... 






I 




REF ID:A62864 

• # 



J9KF aw |^t's lifjjTthe curtain that far so many years shrouded the Zlmmeraann 

r 

. & 

Telegram In a tight veil of secrecy. Let's begin with a brief story about how 
the British cryptologic organization got started. I should tell you that 
according to the historical accounts, and Z know they're true, the British 
Government bad no cryptanalytic organization In being when World War I broke 
out. Oh, yes! Z know there had previously been a long long tradition of code 
and cipher solving by British Intelligence agencies— and this, too, is true. 

But that's another story and 1 don't wish to go into it at this tine. All Z 
want to say at this moment is that there was no cryptanalytic organization in 
being In the British Government when var came in 1914— Just as there vas no 
official cryptologic agency in being in Washington. When we entered World War 1 
as a belligerent In April 1917* In both cases there had to be improvisation— 
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with amateurs taking the leading roles, not professionals . Let me read from 

i 

a letter dated ^jadn^.thih well** August 23, 1958, written to me by Csndr . A. G. 

I 

Denniston, who was for a number of years before World War II and for a couple 
of years during that var the head of the British cryptanalytic organization y * — <A_ 

un){\ * win \£»k 1 &’rs ,f VV - 

W-JVO ‘‘Vj ^ 

C>" "But uo remember also the origin of ’40 O.B. • - a collection of 

amateurs with a good knowledge of German and no experience of cyphers 
collected by Sir A. Ewing in August 191^ to study the vast amount of W/l 
material which was coming into the Admiralty Within a few weeks Java! material 

t % 

1 

j ■ 

was sorted out and the First Lard (Churchill) instructed us to make a 



1 

\ 



profound study of the mind and methods of the German Admiralty! 

x 

"We carved this out successfully and the staff grew and by the middle 

h 

\ 

of 1919 we began to seek fresh fields where we could tackle the Germans . 

But we all had to learn the technical side of our Job! Bo easy work even 
far enthusiastic amateurs. Out of that small body and a similar party in 
the War Office studying the German Army, **S' you know as well or better 
than I what has grown up from these seedlings!" 

Cmdr Dennis ton’s mention of Sir Alfred Ewing requires a bit of elaboration. 



You'll find a good deal of information about him in a book by his son, published 
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in 1939, after some clearance touts with the authorities. The hook Is entitled 
The Man of Room 40: The Life of Sir Alfred Eying (Hutchinson & Co., London, 1939)* 
He ’b mentioned In several other hooks, and, in particular, a hook published 
in 1955 by Admiral Sir William James^ entitled Bares of the Navy^ devotes a good 
deal of space to the part played by Ewing in World War I. Let me quote from 
that book: 



"When Hall became Director of Intelligence in November 1914 he found, 
to his surprise, that a small body of picked men under the direction of 
Sir Alfred Ewing were at vork on intercepted German naval wireless signals 
and, having discovered the method of cyphering, were supplying the Operations 
Division with information about the movements of the German Fleet. This 
work had been kept so secret that only a few officers In the Admiralty and 
no officers outside the Admiralty knew that signals were being intercepted, 
let alone that they were being read.” 



After a few paragraphs on codes and ciphers, there follow^ th#3? paragraph! ; 



"Though the work of Ewing's small band had been kept so secret, all 
the Great Powers, with the exception of ourselves, maintained a department 
for the decyphering of foreign codes in their peace-time organization, 
the Hus a lan and French departments being especially efficient. 

"The outbreak of war found our Navy fully mobilized and at its war 
bases at a peak of battle efficiency, but our naval intelligence service, 
on %Moh sc much would depend, was not so veil prepared. 

"Our Intelligence Department had amassed very useful information about 
Germany's war potential, but tba problem of how to keep watch on the Oermaa 
Fledt had not been studied. 

"Ever since the advent of large minefields and the submarine it had 
been obvious that the centuries-old method of keeping watch on the enemy's 
Fleet by look-out vessels cruising off the enemy's ports was no longer 
possible. That some of the senior officers had not imbibed this evident fact 
and were still living In the past was apparent when the cruisers Hogue, 
Creasy, and Aboukir, cruising slowly up and down a patrol line by Admiralty 
orders, were all sunk by one submarine." 



-IS- 
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"With the exception of Ewing, who had at one tine been interested 
in cyphers, not one of the pioneers, or for that matter not one of the men 
and women who joined them later, had any previous knowledge of codes, 
cyphers, or wireless procedure. 

"The Admiralty staff first worked on messages from, a high -power 
German station to stations in the German colonies, and though, with the 
help of Mr. Bradfield of the Marconi Company, code signals were identified 
and code-books of German commercial firms were collected and studied, no 
real progress was made for several weeks. 

"Meanwhile the War Office staff were attempting to analyse the 
messages and separate military messages from those in naval code. About 
the middle of beptember the French gave our G.3.Q. the key of the military 
cyphers and valuable information was soon being passed to the Army command." 




A radio receiving station specifically for intercepting enemy radio signals 



was set up — by amateurs, too, but we won't go into that— and this first station 



was eventually expanded into 14 stations in the British Isles. Later three 



overseas stations were established. 



"A stream of messages on the lower naval wave-length was now arriving 
in Swing's roam, and the research workers had their first stroke of fortune 
when u German iier cant lie Signal -buck arrived from Australia. It bad been 
taken from a German merchant vessel at the outbreak of war, and had been 
sent by the quickest route to the Admiralty. It was the book used by 
German outpost vessels and airships. 

"In the middle of October they had another stroke of fortune. On 
August 20 the German light cruiser Magdeburg hod been destroyed by Russian 
ships In the Gulf of Finland. A few days later the body of a German 
signalman was washed ashore, and clasped in his arms was a copy of the 
German iJaval bignal-book. The Russians realising the value of this book 
to the British naval authorities, sent it to England, where it arrived on 
October 13 . 
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"Fleet Paymaster Hotter, the principal Germ n expert In the Intelligence 
Division, now Joined Ewing’s staff, and applied himself to discovering the 
method of cyphering the groups in the book. With his naval knowledge to help 
him to guess the possible purport of the signals, Hotter, by a brilliant 
piece of deduction, produced the key. It was a substitution table (a » r, 
b * h, etc.), and at that time in force for three months. Later on it was 
changed every week, and still later every twenty-four hours. The time had 
cane for the men working at the War Office to return to the Admiralty; there 
was now mare than enough work for all the men Ewing had at his disposal. 

"When Hall became Director of Intelligence in November, the small band 
of pioneers were supplying the Operations Division with some intelligence 
of the German Fleet, but it had so far been entirely a private enterprise 
effort, and the small organization did not com under any Director or Sea 
Lord." 

VV'CI/ K u/lt <v- V A'- V '1 » C. 'J f -' - . 

B^li«v«-~it-<a'-aot, Ewing's work for a number of months was entirely a private 



enterprise effort. It is not clear whether he and his small band of amateur s 

&jr 

were paid — I must assume they were, somehow or other*- Ewing's small organization 



did not come under any Director or Sea Lord. This situation was changed when 



Ewing's group became a section of Naval Intelligence under the over-all direction 



of-a-aaa who eooe after the war gained a great deel o a f ytth l lo ityae eresult of 
the- work of the people under him, Admiral ftirrtf. Eegfe— td Hall. Ewing continued 
to be the technical head of the group until he became Chancellor of Edinburgh 



University two years later. 



Ewing and his small team vara University men— not naval officers; as a 



result their translations of German naval signals were strange things in the 



eyes of the very few men in the Naval Operations Staff to wheat the translations 
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vent. And, of course, the gifted amateur cryptanalysts became the butt of Jokes 
and It vas a long time before Admiral Hall vas able to break down the prejudice 
against their vcrk. The amusing thing to note is that Hall had assigned a Navy 
Captain to put the translations into proper naval language — but that officer 
wasn't permitted to have access to the room where the cryptanalysts worked or 
to have any personal contact with them until 6 November 1914, when he not only 
vas allowed in Room 40 but became Hall's representative in charge of the staff 
of cryptographers . It is also reminiscent of certain early days In the history 
of our own cryptanalytlc organization to learn that for a good many months one 
and only one person vas permitted to receive the translations— the Chief of Staff, 
to whom they were personally handed in a locked book! But now it's high time 
I got down to the real cryptologic details of the Zimmermann Telegram, details 



which had been completely shrouded in mystery for almost ten years before the 
veil of secrecy vas lifted a bit by a story in the November Issue of a now defunct 



American magazine called World's Work in which was published the final install- 



ment of a book by Burton J. Hendrick entitled The Life and Letters of Walter H. 



Page, X think Walter Cronkhlte's story -used a lot of information that 
appeared first in this Hendrick account. And Hu-flaggHg 

w 






_ ^ 
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We shall not concern ourselves at the moment with the steps taken by 
President Wilson and Secretary Lansing, culminating In the publication by the 
Associated Press of the text of the Zlmmermann Telegram. Our attention will be 



concentrated first upon the minute details of the manner In which the message 
was Intercepted and solved, 



"The manner in which the British had acquired this message is 
disclosed in Page's telegram. It was 'bought' in Mexico. That is, the 
British secret service had obtained it evidently from same approachable 
person In the Mexican capital — a practice which, It appears from Page's 
communication, had been going on for some time. An interesting additional 
fact Is that this is not the only way in which the British obtained this 
priceless treasure. The German Government was so determined to make 
this Mexican alliance that it did not depend upon a single route for 
transmitting the Zlmmermann message to Von Eckhardt. It dispatched it In 
several other ways . For one It used the wireless route from Nauen, Germany# 
to Sayvllle, Long Island. 

"In the early days of the war, the American Government prohibited the 
use of this Sayvllle line except under American supervision; how little 
this prohibition Interfered with the Germans Is shown by the use they made 
of the Long Island station for this, the most fateful message sent to 

America during the war "In the British Admiralty 

this Hauen-Sayville thoroughfare was known as the main line; it was the 
most direct and consequently the one most used far sending German dispatches 
to the United States," 

Hendrick cites no authority for the statement that the Zlmmermann Telegram 



was transmitted by radio from Nauen to Sayvllle. There Is gery good reason to 
doubt it. 



A few hours after outbreak of war the British# vho've always recognised 



the Importance of control of communication channels as well as sea lanes took 



Imm e d iate steps to Isolate Germany from the rest of the World that lay bqood the 
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num , by cutting mA diverting to bar ova service the two Oeraan cables across 
the Atlantic, leaving only indirect channels of cans lnlcatioa with her —Urn— dor 
at Washington. These were four la masher; 

(1) By radio tram Sauen, Qereany, to Seyville, Long Island, Bsw lark, 
end Tucfcarton, dew Jersey. Both routes ware su per rlse d by the United States and 
were veil supervised to jro teet cur neutrality. 

|2) By sable froa Oeraany Tie Berlin-S tock bolj s - Bn sa os Aires, Washington — 
but this route was secret tram the United States Qo vern asnt, although there is 
poa it Its evidence that It was quite well-known to tbs British tram the first 
days of its use. You see, the aahle froa Stockholm to Buenos Aires p assed 
th rouih England; and the route was Jocularly called by Room Vl people, so 
Dennis ton told as, as "the Swedish Roundabout. " 

( 3 ) A noth e r aahle route via Berlin and Copenhagen, to Washington. 

This cable also touched English soil. This was s very unusual channel for the 
Oeraans because it could be used only with the knowledge sod cooperation of the 
United States Power nseat . Hare about that channel later. 



(k) The lent route involved Inserting secret text in ordinary news 

VJjt, a-A. hcnjXC- CtM -^ <*!&&*-) (£ 4 .. 



T 




use of the radio channel from fiauen to 



Sayville or Tuckertoai^^^Eksil was prohibited except under American supervision 



and I 



that the supervision 



very detailed and effective. 



ve.*- 






'Thov li>t^-^m.a prohibition interfered vith tJ>e-v^eiTnan»-4a_5^tfn 
/by the 'jis^they ^innd'atatiQn^fCtt- thi^, thermos tf&teful 

I V ^ -^J^W.Xuc &~A OA ^j^dlAjLCtU. 

^ -i I have very carefully searched every available record. and have found not 

A 

the slightest evidence that this channel vas actually used far the Zlsmermann 



Telegram. 



BTBnuBrfce ,. \lf you're Interested in learning just how the supervision vas 
exercised I suggest you study this brochure on the Zlamermann Telegram (pages 
7 and 8) * I think you'll agree that great care vas taken by the authorities 
who had the responsibility of seeing to it that ve lived up to our international 



obligations under strict neutrality. 
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'/Jr urtLo -£*— 

mkes it plausible by saying: 



5TO| *XK"W% ■»* WQ»* . 

I A ^AJUw 



"On the l6th of January, 1917/ the ever -watchful ears of the British 
wireless operators detected the characteristic spluttering which infamed 
then that another German sassage was speeding through the air. Vhen decoded, 
the British found that they possessed this somewhat disjointed but still 
extremely valuable document : S ur&JJr A-a^L jfcjv*. 

£, \ V3>vii- sCjw<^L«- 3 ^ J ^ 

"Zlmmermann to Bernstarff far Eckbardt 

w 158 

16th January, 1917. 

"Most n&?et far Your Excellency's personal lnfaraation and to be handed 
on to the Imperial Minister in ? Mexico with Tel. No. I. . . . by a safe 
route. 



"We purpose to begin on the 1st February unrestricted submarine warfare. 
In doing so, however, we shall endeavor to keep America neutral. . . .? 

If we should not (succeed in doing so) we propose to (7 Mexico) in alliance 
upon the following basis. 

(Joint) conduct of the war 
(joint) conclusion of peace. 

"Your Excellency should far the present inform the President secretly 
(that we expect) war with the 17. S. A. (possibly) (. . . Japan) and at the 
same time to negotiate between us and Japan . . . (Indecipherable sentence 
meaning please tell the President) that .... our submarines . . . will 
compel England to peace in a few months . Acknowledge receipt. 






ZIMMEKMANN 



"This somewhat confused messages gives an idea of the difficulty of 
picking up 'wireless symbols sent across the Atlantic — at that time— in 
midwinter. But there is a conspicuous discrepancy between this telegram 
and the mare complete and finished one sent to Bernstarff by way of the 
Washington cable office and by him relayed to the City of Mexico. The plan 
for dismembering the United States and making President Carranza a free gift 
of Texas, New Mexico, and Arizona does not appear in it. Whether this omission 
was the result of defective wireless work or has another explanation is not 
yet clear." . 

* VC* 

Does Hendrik want t o imply Bernstorff added this precious bit of enticement 

a ^ 

this lure which the Mexican President Carranza was to swallow? Ha^ Hendrik's 

^ A 



explanation is quite wrong; it is, in fact, misleading and perhaps intentionally 
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-'JTF | 
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L. 




/ 



disingenuous . Ve shall soon learn the real explanation for the gape and doubtful 



u>-a£j2. OuO jLaAftfru. lw 

points in the text of the message as first Intercepted^ , I b ™ w ll3i“g » - a long woy- 



the 6-veeks 1 delay 



t o ’ krplat rr. 






"We cane now to the second conmunl cation channel used by the German 
Government to cosmunlcate with Bernstorff, the route via Berlin, Stockholm, 
Buenos Aires, Washington. This channel was made available by the good offices 
of the Swedish Foreign Office and its representatives abroad. Hints as to 
the use of this channel may be found In Bernstof f f . Far example, on page 6$t 
'Ve had to fail back exclusively on the wireless stations, when, as frequently 
happened, ve were unable to make use of the circuitous routes via neutral 
countries . ' Again on page l4?i ’Telegraphic communication between the 
German Government and the Embassy at Washington was carried out by a 
circuitous route, which made It extremely slow.'" 

e $~\rg, 

There-ifr'-pieBt y~ €> f e vi de n ce that the British came to know all^bout this 

k 



circuitous route a few days after it was Instituted; decodes of messages that 



passed over It later appeared among the hundreds In Admiral Hall’s affadavlt 



— in the recards-af the Mixed Claims C omission set up after the war to fix the 



amount of money the German Government owed In damages for the destructive 

uT'l&e Um,Vtd. 



sabotage workings of their agents^ And that, by the way. Invol ves another ver y 



Interesting study -la cryptology. -Many messages passed over "the Swedish 



Roundabout n the Berlin-Stockholm-Buenos Aires -Washington route. - What^ t fa e 

* 4 4 _ ' — 



-71 

“PTt X 






'bo.X 



i- - ’ -i 

Ll v 



n 



received this special routla^leiatiB'e 



its delivery tut it is clear 




WWl 

j**-- Jem 

mate than cue route vas routine procedure in German Foreign Office communications » 

* " V i 

vvv 

Jfctt~;HeadrT-1r sayas. 



K'> 



"Evidently Herr Zlmermann still feared that his Instructions to > 
Eckhardt would, not reach their destination, far this very painstaking \ 
Foreign Secretary sent them by a third route. In the British Admiralty \ 
this Hauen-Sayvllle thoroughfare vas known as the 'main line 1 ; it vas the\ 
most direct and c onae^cntly^the one moat used for se ndin g German diapstcheiSN 
\ tojthe United Stat es^ S^-thO'oreiga ^ficcThad another vayaf caamiuniciting 
vith itfl Aifeisadcr~In Washington. The extent to which Swedish diplomatic 
, agents vere transmitting German messages constituted one of the gravest 
I scandals of the war.' That the Swedish Foreign Office vas so used is now 
J no secret; in fact, the American Government itself disclosed the part 

Sweden vas playing, when, in the summer of 1917, it published the notorious 
' "sink without a trace" messages of the German Minister at Buenos Aires. 

« 

"The fact seems to he that the Swedish Court vas openly pro-German; 
j that popular opinion in Sweden similarly inclined to the German side; and, 
by January, 1917, the Swedish Foreign Office had become almost an integral 
i part of the German organization. In many capitals German messages were 
3 frequently put In Swedish cipher and sent to Swedish Ministers in other 
countries and by them delivered to their colleagues . Herr Zimnenoann, in 
his desire to make certain that his Mexican telegram should reach 
Washington, again fell back upon the assistance of hlB Swedish confreres. 

He handed his message to the Swedish Minister to Berlin; this functionary 
sent It to Stockholm, Sweden; from this point it vas cabled to Buenos 
< Aires, Argentina, and from that city cabled in turn to Washington. The 

journey vas a roundabout one, covering about ten thousand miles . let nothing 
1 that was sent through the air or under the sea seemed to escape the watchful 
\ attention of the British tfav&l Intelligence, and this Swedish message was 
! captured almost at the same moment aa that one which was going by the 
'main line'." 

Hendrl&lKj 8t&ted4&&* "In many capitals German messages vere frequently put 
in Swedish cipher and sent to Swedish Ministers...* ^ implies that the British 



read Swedish codes, too. 




n 



& 



Tt would be 



easy to believe that the British obtained and reed 
messages in Swedish code, for their intercept service pretty well covered 
the earth. It is, however. Intrinsically unlikely that the Germans would 
give the Swedes the text of a message to be put into Swedish code for trans- 
mission. Why reveal their secrets to the Swedish Government! It vas so 
much easier merely to ask Stockholm to forward a message in German code-* 
precisely as they asked the Americans to do, as ve shall soon see. Hot only, 
however, do probabilities point away from any Idea that a Swedish code vas 
used, but ve have two pieces of evidence an this matter the authenticity of ( 
which, cannot ha questioned. 92 a 

* \ . S**e^*4, a* 4*, 
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3 ter to Germany; be embodied the German code groups la a nessagetO 



> -nr??^ 608 ® 4 1x18 faoofi of ^ 1,ce J from Stockholm it went, to the Swedish Ambassador inp$l 

,r v ” < f ^ t’.vj 






l£4 



san.*i*C8! 



^■3 



“•ttba 



r -V^ij „ 

,Ad?fS, who turned It over to hie German colleague In that city. The 



> ?»<.^ , ..-<.r.-f l .,r- t i,i| 3 



Oermaa Minis te^ia Buenos Aires then forwarded the message to Bernstarff In 

\ 

\ _ . . 

Wa shin g ton , hut before doing so he applied a process of systematic alteration 



to the code groups, hoping that^t he d i fferen ces between Swedish and German code 

JteUkAr Y'Xxa^S bnnJLA $4 j*MN- §a^L^ / WlA.'t€^ 

groups would not he noted. There la a note in our old records on this point. It 

A j 

- - \\ '• M . - 

says of this disguise that it was used *no doubt ... to protect the Swedish 



- y/- Intermediary, as it might otherwise have been aotice|that the same set of figures 



if 

■ • v-*JSt 

wmz. 



which arrivedat Buenos Aires as a Swedish telegram was sent .(further) as a. 

But I thlnfc -t h e ftrl t lsh no te d t i e di sg uise e» «m ~fr el , ui l w (fla ir 




“*' ' " ■ £)'~ 

gw— remember 'that the cable' from Stockholm to Buenos Aires touched £aglan&»-_ 



_the way. 



was pretty thin: only the three centr al letti^ af 



1 



5-dlglt code groups were changed— and systematically. It didn't dawn cm the 

> i 

r ■* — i-o «■ - — r 

Germans that their code could be unravelled and read by anybody not possessi ng 
a copy of the codebook—certainly not by stupid Englishmen. And also, by the 






V 



way, I found that the disguise procedure began as early as In the^ssanrneftdfeSft&c 
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r * — 



VW- 



T^he Burner 1919 •* r The fact that the practice vae not stopped fear 2 y eagj| 



jg. 



v 



aore^ though the British suet hare been fully aware of it* speaks for 

itself. The British authorities must have realised soon after UMae**. " ^ 'T 
protest, which was no doubt made early in the cryptologic war, that the 
inf oraation they vere gleaning from the study of these messages was too 
valuable to lose, even taking into account the fact that the messages were 
of considerable use to their enemies . It is more than likely that the 
information was at least as useful to the British as It was to the Germans 
themselves. In some cases there is no doubt that it was even more useful . * 



We come now to the third and most Interesting of the Zlnaaermann Telegram 



routings — the one that the Cronkbite story reported so dramatically as that 
•/ used with cooperation of the State Department. I quote from the Hendrik narrative: 



The German Government forwarded this dispatch to Washington in still 
another way. Indeed, the most remarkable incident in this remarkable 
transaction remains to be told. Evidently the German Foreign Office 
feared that transmission by vireless and cable transmission to Buenos 
Aires — by grace of the Swedish Government — might fail them. The prohibition 
the American Government had placed upon the use of vireless from Nauen to 
Sayville , Long Island, might naturally cause apprehension as to the delivery 
of messages sent by this route. The cable line from Stockholm to Buenos 
Aires and thence to Washington and Mexico was a roundabout one, and a 
message transmitted that way might conceivably fail to reach its destination. 

The dispatch of this telegram, however, was at that moment the most 
Important business before the German Foreign Office and its safe arrival 
in the city of Mexico must be assured at any cost. There was one method 
that was absolutely sure, though the fact that this should have occurred to 
Zimmermann must be regarded as one of the most audacious and even reckless 
strokes of the war. Humor of any kind the Germans seldom displayed at crises 
of this sort, yet the mechanism adopted to make certain that this plot 
against the American people would safely land on Bernstarff 's desk evinces 
and unmistakable gift — even though an unconscious one— for the sardonic. 

The transaction reflects so seriously upon the methods of the State 
Department that it would probably never have seen the light had the Germans 
not made it public themselves. In 1919*20 the German Constituent Assembly 
held an elaborate investigation into the responsibility for the war. In 
this the Zimmermann telegram played its part. Among its published documents 
is a note which reveals one route by vhlch this document found its way across 
the Atlantic. It says: 

"Instructions to Minister von Eckhardt vere to be taken by letter 
by way of Washington by U-boat on the 19th of January; since the U-boat 
Deutschland did not start on her outward trip, these instructions vere 
attached on January l6th to telegram No. 197 and through the offices 
of the American Embassy in Berlin telegraphed to Count Bernstarff by 
way of the State Department in Washington." 
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What this means is that the German Foreign Office used the American 
Government as an errand hoy for the transmission of a document that con- 
tained a plot against its own territorial integrity 

The German Government, many times in the course of the war, used the 
good offices of the American State Department far transmitting messages to 
Ambassador Bernstorff . Germany had no cable communication with the United 
States; the vireless was unreliable and not always available; occasionally 
therefore, the Germans would request Washington to serve in this capacity. 

As all such messages touched England before starting across the Atlantic, the 
consent of the British Government was necessary before the favor could be 
performed. That the British graciously permitted the Germans to use their 
cable facilities may possibly have seemed, at the time, an act savoring of 
the magnanimous; the fact, however, that the British possessed the German 
cipher and read all these messages as they sped through England creates 
the suspicion that they may have regarded this as a way of obtaining 
valuable information.** 




c 

_ i 
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Hendrick makes It appear that obtaining permission to use the American State 
Department facilities was a rather simple matter and that many messages were 
sent by the State Department far the Germans in this way, without realization 
on the part of State Department officialdom of the possibly serious consequences 
that might ensue. That this is far from the truth will appear later. His 
statement, too, that "As all such messages touched England before starting 
across the Atlantic, the consent of the .British Government was necessary before 
the favor could be performed" is meaningless when one considers the matter. It 
is obvious first of all that hhd the '• American Government been so naive as to ask 
the British Government's consent to such a procedure the latter would certainly 
have refused . It is likewise obvious that when Bernstorff wonted to send a 
code message to the Foreign Office in Berlin, the State Department could not 
simply address a telegram to the American Ambassador, Gerard, in plain language 
asking him to "Forward the following code message to the German Foreign Office." 

The British would naturally not pass such messages even though the greatest 
neutral country asked such a favor. Such a procedure is not a diplomatic 
possibility in time of war. If not in plain .language, the forwarding by the 
State Department of German code messages had to be done through the intermediacy 
of State Department code. Assuming that official messages of the American 
Government to her ambassadors and ministers in Europe were not subjected to 
any study whatsoever by the British Cryptographic Bureau (which is difficult to 
believe), it is possible that this practice might not have been detected Immediately 
by the British. But the manner in which the messages were actually drawn up was 
such that the discovery of the practice should and must have been particularly 
easy if American messages were even hastily scanned. Here is an example of the 
plain text of such a message, copied from the files of the State Department: 



Amlegatlon 
Copenhagen 
Forward Berlin 
3803 

Deliver to German Foreign Office the following message from 
Ambassador Bernstorff. 

(Add German Cipher.) 
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Lacking a copy of the telegram as actually filed for transmission, the form the 
code message took vhen filed cannot here he Indicated; hut we have on this point 
the positive statement of Mr. David A. Salmon, then qg tw Chief of the 
Division of Communications and Records of the State Department, to the effect 
that the code groups of the German code message were not reencoded In the 
State Department code, or changed in any way whatever: they were merely added 
to the preamble requesting the forwarding of the message. This preamble was 
In code-- American State Department code. Now the code groups of the American 
code were moat commonly In letters, while those of the German code were In 
figures. Furthermore, the code groups of the German code were characterized 
by being composed of three, four, and five digits, whereas in most codes of even 
those days all of the code groups uniformly contained five letter, or five figures. 
Hence the subterfuge was sure to he detected almost Immediately by the British. 
Still they made no protest. Why? The answer must surely be obvious: they were 

glad to have access to this leakage of valuable Information, and to lodge a 
protest would at once dry It up at the source. 

Whereas Hendrick makes It appear that our State Department handled many 
messages for the Germans, Lansing in his account of the matter makes it aifiear cna*. 
f XfiHC thgaph the transmiuslon of tne Zimmermann telegram via State Department 

channels was an isolated Incident, or at least that this n ea hwKtif communication c*. 
was placed at the disposal of _ Bernstarff only toward the end of the period of 
^ strained relations 

At eleven-thirty I went to the White House and for an hour diseased ** 
with the President the substance of the (Zimzaermann) telegram and the way 
to use It. The President said that ^ie had been wondering how Bernstorff 
got the message from Berlin, and that the closing of secret lines of 
communication with his government made him a little uncertain as to is 
authenticity. 

I told him that I thought it could be easily explained, my opinion 
being that it was done In the following manner: During the early part 

of January Count von Bernstorff, at the Instance of Colonel House, had been 
laboring with his government to obtain concrete terms of peace. The 
Ambassador had complained of his inability to communicate secretly and 
therefore freely with Berlin, which he considered essential in order to 
accomplish his purpose. In view of this reasonable statement we had 
consented Ivery reluctantly to send (that is, in a cipher, of which the 
Department did not have the key) messages for him through our Embassy. 

This we did several times, permitting the German Foreign Office to reply 
in the same way. On January seventeenth an exceptionally long message 
(same one thou and groups) came through from Berlin. On the eighteenth 
this message was delivered to the Ambassador. On the nineteenth the telegram 
from Bernstarff to Mexico was filed. From these facts I drew the conclusion 
that in the long secret message delivered to him on the eighteenth was the 
message for the German Minister besides other orders as to what to do in 
case of a severance of diplomatic relations. 

The President two or three times during the recital of the foregoing 
exclaimed "Good Lard!" and vhen 1 had finished said he believed that the 
deduction as to how Bernstorff received his orders was correct. He showed 
much resentment at the German Government for having Imposed upon our 
kindness in this way and for having made us the innocent agents to advance 
a conspiracy against this country. 
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We cow new to a study of tbs code or codes used for the Zl—wraeaa Telegram. 
Rote the plural - "codes" - that’s very important In this case, as you shall 
see. First, as to the oode used for its passage from Berlin to Washingtons 
‘ there can he no question that the Message which carried the Zi— sraann Telegram jo 

A. 

•> 
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(It tore the no. 158) vas the one vhleh hed teen appended to Berlln-Waahlngton 
message So. 157, and which was sent Tie State Department channels. As I've 
already said, the British Oovernment has cttlclaUz never published any account 1 
of the interception and solution of the Zlmmermnn Telegram by Its cryptanalysts 



in Bocm 40. But when we study very intently the telegrams that passed between 



the British and American Governments deling with the - 







ZlV 













World War that now draw rihdrws* As I had no access to unreleased official 
papers and the framework .of this hook is a distillation of a mass of 
material scattered through standard works which were best -sellers twenty 
years ago, it was not necessary far me to obtain official approval car 
support far publication. I was, indeed, la a better position to Judge 
what could and what should not be published than anyone to wham the First 
World War is only a boyhood's memory, if a memory at all, because I knew 
how much of Ball's work woe known to our enemies during the war and how 
much had been published to the world since the war. 

"I had also the advantage of having taken some part, when at the 
Admiralty, in passing for publication books and articles covering various 
aspects of the 1914-18 war and informing authors what, for security 
reasons, could not yet he published, and, mare important, the advantage 
of personal knowledge of the men and events I would be describing, which 
would eanble me to distinguish fact from fiction and to Judge when 
reference to the shortcomings of individuals should be omitted. 73 

^ ^ -Kr ^ 

*lh recalling his "diplomatic triumphs I was on well-worn ground. The 







story of the 1 Zimmer mann telegram', whose exposure brought America into 
the war, is in standard histories in all languages; the 'Luxburg telegrams 1 , 
whose exposure had a profound influence on public opinion throughout the - - 
American continent, were published in newspapers all the world over before 
they passed Into the pages of history; the 250 telegrams concerning the 
plots of the German saboteurs in America which were exhibits at the 
famous Black Torn case, heard at the International Court of Justice at 
the Hague, ere quoted In severed, books about the case. ~ 






"In recalling the work of Hall's naval section I was also on well- 
worn ground; the text of intercepted and decyphered signals is given 
in British, American, and German official histories." 

But Admiral James was careful. Even though, as he says, he had no*, 
access to urtreleased official papers and therefore it wasn't necessary for 

him to obtain official approval for publishing his book, he did submit It for 



some sort of blessing, if not approval. This I learned in a report dated 



15 December 195? from our Liaison Officer in London, who said: 
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Zlmaermaan Telegram. 




Janes* account. 



"Then, early in the Hew Year, came the 'Zinmermann telegram', and 
though the first knowledge of this surprising communication was derived 
from European sources. Hall's friends in Mexico City were soon playing an 
important part in the complicated business that followed. On Wednesday 
morning, January 17, Hall was at work at the usual dockets and papers 
when at about half -past ten, a member of the political section came in 
and told Mm that he and one of his colleagues had partly decypher ed a 
message from the German Foreign Office to Bernstorf? which, if made known 
to the American Government, would probably bring America into the war. 

"The two men who, by solving this cypher, altered the course of 
history died several years ago, and their names have already been published 
So in their case it Is Justifiable to Ignore the canon that the names of 
these engaged on secret work should not be disclosed. They were Nigel 
de Grey, a publisher, and after the war a Director of the Medici Society, 
and the Rev. W. Montgomery, of Wesmxnster Presbyterian College, Cambridge. 

"This was the message Hall read: 

"^HDRLDI TO WASHINGTON. V 158. 1 6 January I 917 . 

"Most secret for Your Excellency's personal inf or nation and 
to be handed on .to the Imperial Minister in (?) Mexico with .... 
by a safe route. 



"We propose to begin cn the 1st February unrestricted submarine 
warfare. In doing thi3 however we shall endeavour to keep America neutral 
....(?) If ve should not (? F succeed in doing so ) we propose to 
(? Mexico) an alliance upon the following basis: 



(joint) conduct of war 

(joint) conclusion of peace . . . 



1 



V 



"Your Excellency should for the present inform the President 
secretly (? that ve expect) war with the U.S.A. (possibly) (. . . Japan) 
and at the same time to negotiate between us and Japan . . . 

. . . Please tell the President that . . . our submarines . . 
will compel England to peace within a few months. Acknowledge receipt. 



^ ZIMMERMAHH" 

"So not only had the great decision been taken to begin unrestricted 
submarine warfare, but the Germans were proposing to bring Mexico into the 
) war on their side. 
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- ^ 

s "The message was seat "by cable through Stockholm to Buenos Aires for 

onward transmission to Washington, but it was of such importance that it 
\ was sent by two other routes, one of which could not possibly fail: 

' Zianeraana attached the telegram to another telegram which the American 
Embassy in Berlin was telegraphing for him to Count Berastarff by way of 
\ the State Department in Washington* Dr. Page describes this as one of 
^ the most audacious and reckless strokes of the war. The German Foreign 
Office had used the American Embassy as an errand boy to transmit a 
bessage that contained a plot against its own territorial integrity. 

/ "This piece of effrontery can never have been equalled in the 
| history of political intrigue." 

' — - , I 

I'm fortunate to be able to show you ^aht Mr. de Grey looked like. In ny 



many talks with him not once did he mention the role he played in reading the 
Zlmmermann Telegram — nor did anyone else in the organization in which he was 



Deputy to Sir Edward Travis, the Chief. I have no photograph of the Reverend 



Montgomery to show you. But Nigel de Grey was and looked the part of a character 



in Dickens or in a spine-chilling mystery in book or on stage. 



There are reasons to believe that the version of the Zlmmermann Telegram 



you've Just seen came from the State Department message containing Berlin's 
Bos. 157 and 158 to Washington— but I don't think it would be polite even now 
to intimate that the British were also intercepting and studying messages of the 
United States Government! I wouldn't even mention such an idea were it not a 
fact that soon after we came into the war our ally Britain officially told us that 
our codes weren't safe! 

Ju- 
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" Hall at once realized that Zimmermann 's message to Mexico was by 
far the most Important message that had so far cone into his hands; he also 
realized that it would require the most careful handling. Be gave orders 
that all copies except the original message and one deciphered copy were 
to he destroyed, locked then in his desk, and sat down by himself to evolve 
a plan of campaign. 

"What was the position? Within a fortnight's time the fact that Germany 
was proposing tc declare immediate unrestricted warfare would he communicated 
hy Bernstorff to the United States Government. Would this he sufficient to 
convince President Wilson that the Germans would Btlck at nothing? file 
most recent note had shewn something of the way in which his mind was 
working. It seemed that he drew little distinction between the behaviour 
of the Allies and that of the Germans, or, indeed, between the justice of 
Our cause and of theirs. If this new declaration was sufficient, well and 
good; we need not run risks, and the Zimmer matin telegram need never be used 
at all. On the other hand, the new submarine warfare might not, in itself, 
he sufficient to convince the President, and in that case this Information 
about the Mexican plan must be made use of if we coaid safeguard ourselves. 
Publication of the telegram in the United States would almost certainly rouse 
the whole of the United States, and might well force the President to declare 
war, but It would be at the cost of hazarding the most vital part of our 
Intelligence service — a hazard that he would not take. 

"Beyond the fact that the massage gave the date on which unrestricted 
submarine warfare would begin, it was of no Immediate naval interest, and the 
proper procedure would have been for Ball to pass the message to the Foreign 
Office. He deliberately withheld all information from those best entitled 
to receive it, and assumed a responsibility which ought never to have been 
his, because he would not run the smallest risk of the message becoming 
known to somebody who, not being familiar with every branch of his activities, 
might all unwittingly compromise some pert or all of the work of Roam 40. 

"Yet same plan had to be evolved, and, while mentally following the 
route that the Zimmermann telegram would take. Ball saw that the Bernstorff* 
Sckhsrdt messages which 5. had secured might solve his problem, because the 
Zimmermann telegram, when forwarded on, as it must he, from Washington to 
Mexico, would he only another in that service. If he could secure a 
copy, it could he made to appear that the message when passing from Washington 
to Mexico hod been copied and decyphered by the American Intelligence Service, 
and that ve had had nothing to do with it. 

"He was certain, 'that even if somebody whom President Wilson implicitly 
trusted, like Mr, Balfour, gave his personal assurance that the telegram 
decypher ed by deGrey was genuine, the President would demand the most 
definite proof that the message bore the meaning ascribed to it, and it 
would not be easy to convince the President and the Americans that the 
Zimmermann telegram was not a hoax. 

"There oas no need for an immediate decision, as he could not take 
any active steps until after the declaration on February 1. Meanwhile 
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It was essential to hasp the closest possible watch oa Bernstorff and 
the American situation, in order to be ready at any given accent with 
alternative plane." 

Bernstorff tried desperately to have Berlin change its decision about 



unrestricted submarine warfare— to no avail. 



On 1 February, Bernstorff officially handed in hie government's anaounceasnt 



that unrestricted sutosarine warfare would begin that day. As we have already 



noted. President Wilson broke off relations two days later, on 3 February. Let's 



continue with the story ee AdsdLral Janes telle it) 



"To Ball's disney, but not altogether to his surprise, natters went 
no further. Cables froa Washington end lev York warned bin that there 
would he delays, end perhaps no acre positive action than a proclamation 
of 'arued neutrality* by the President. The tine had cone to take action, 
and on February 3 Ball saw Lord Hardings, the Psmanent Secretary at the 
Foreign Office, and Showed bin an amplified decypher of the 7lwnennimi 
telegrsn which deOrey had now bean able to produce. Be put forward several 
suggestions . In the first place, it would be necessary to obtain a copy 
of the telegrsn frost Mexico City. H. was no longer there, hut hie piece 
had been taken by T., who was fully aware of what was afoot in the telegraph 
office, end Ball did not anticipate such trouble there.” 



Bell then took stepa to Obtain the additional evidence that he required 
'In the event of an exposure and te l a g r a phedr-ta-u *» 4 « ■ ■ ■■■ ■* ■ 



C - Malawi get all copies of Bernstorff '• telegreas to Xekhardt" since 



id Jknueryij^Theee were to he sent to the British military in Washington end 
were than to he forwarded by cable to London in British cipher. Bo bitch 
developed in thheeniee arrangeaants* At this point I want to tell you about 
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^ yy-xA, 1 a/Paa*4w /W^vcam-JL ct, >Aa*+J /UrStfaa. sJ^ 

t he~ - : M r . r ef er r e d - to in w hat I ' v e 1 Joa t- aatd^ Mr. "T^aam a British 



spam at! w» tar secret agent in Mexico City. In a rather odd vay and quite by 



accident he turned out to he a most useful character in the drama of the 



Zlnmermann Telegram. yWo 



"Since the outbreak of var there had been several revolutions in 
Mexico, and as each new conqueror had taken charge of the capital city, 
one of his first actions had been to declare the currency of his predecessor 
to be valueless and issue one of his own. All that was necessary was to print 
sonneting on small bits of cardboard, resembling railway-tickets, and called 
'cartonea 1 , and call them money. Most of these were worth no more than a 
penny or two, but there were numerous forgeries always In circulation, and 
the matter had become so serious that President Carranza had given orders 
that any such forgery should be punishable by death. 

"It was shortly after this order had been made that a printer, an 
Englishman, happened to return to his workshop unexpectedly one Saturday 
afternoon. His wo-kmen, all of them Mexicans, were taking their half-day 
off. To his astonishment and dismay he found on a table a neat pile of 
these cart ones and the plates from which they had been printed. In his 
excitement he made the worst possible mistake, and locked up the forgeries 
and plates in his safe. He then rushed cut to consult a friend on what 
he should do next. 

"Meanwhile the workman who had made the forgeries returned for the 
cartones and, realizing what must have happened sought to save his own 
skin by getting In first with a denunciation of his master. The unfortunate 
printer was arrested the same afternoon, ordered to open his safe, and then 
hurried off to a drumhead court-martial and condemned to be shot at dawn 
on the Monday. 

"On hearing of the arrest, H. went to the British Minister, who at once 
got in touch with the Mexican authorities and obtained their agreement 
that he should be responsible for the 'criminal*. He then pointed out 
that if an Englishman Intended to commit a forgery he would aim higher 
than penny or twopenny notes, and persuaded the authorities to examine 
the case more closely. The printer was shortly afterwards released. 

"It was an unpleasant affair while it lasted, but it was to provide 
Hall with the messages he was anxious to obtain, because the printer and 
his friend were both anxious to show their gratitude, and the friend was 
working in the telegraph office." 
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When "1" was replaced by a a rnfi i^rnTt* "T", the good war k vent on, and 
that’s how Hall In London vaa able to get a copy of the Zimnermann Telegram In 
the form in which it was sent frcm Berastorff in Washington to Eckhardt in 



Mexico City. The possession of that version of the message turned out to be 

'*--**»—*. — 'uC. 



1 



c£ crucial importance l AS- Admiral Jane’s j 

— . * -v f 
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"On February 8 the political section de cyphered a second telegram 



from Zimmermann sent direct to Mexico: 



Most Secret. Decypher personally. 



8th February, 1917* 



$ 

/ 



> 

/ 



k 

( 
t 

\ Provided there is no danger of secret being betrayed to U.S.A. you 

\ are desired without further delay to broach the question of an Alliance 
i to the President. The definite conclusion of an alliance, however, is 
dependent on the outbreak of war between Germany and U.S.A. The President 
\ might even now, on his own account, sound Japan. 

't 

If the President declines from fear of subsequent revenge you are 
| empowered to offer him a definite alliance after conclusion of peace 
j provided Mexico succeeds in drawing Japan into the alliance. 






ZIMMERMANN 

Two days later Hall learnt that T. had secured the cables which 
he wanted." 



3*) 



"So much progress with the reconstruction of the code had been made 



that by February 19 H all had in his hands an almost perfect transcript"; and 
James then gives the text of the ZiaanerWnn Telegram as generally published in 

i A 

j the his tory books , Wt- OriaJLwJ" 

^ ^ * -»T »7 ^ , U 1 \ 

JL “ — -v= 

But James is throwing a little dust in our eyes. The ''vers ion 'of the 

A r 



Zimmermann Telegram that was finally published was not the version that was in 
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the telegram from Zinanermann to Bernatarff . The latter was la & comparatively 



new 10, 000-vardj two-part code known aa Code 7580 , whereas the telegram from 
Bernatarff to Eckhardt, although quite similar in content, was in a much older 



and much simpler one-part code known aa Code 130401 

IJwViKV'* A "^ * 

' " 19 ^ 1 . 17 . 

"We intend to begin on the first of February unrestricted submarine ' 
warfare. We shall endeavour in spite of this to keep the U.S.A. neutral. 
In the event of this not succeeding we make Mexico a proposal of alliance 
on the following terms : - 



Make war together. 
Make peace together. 




"Generous financial support and an undertaking an our part uhau 
Mexico is to reconquer the lost territory in Texas, New Mexico and 
Arizona. The settlement in detail is left to you. 

"You will inform the President of the above most secretly as soon 
as the outbreak of war with U.S.A. is certain, and add the suggestion 
that he should on his own initiative invite Japan to immediate adherence 
and at the same time mediate between Japan and ourselves. 



"Please call the President's attention to the fact that the ruth- 
less employment of our submarines now offers the prospect of compelling 
England in a few months to make peace. 

ZBMSU4AM 



"It had always been his intention that his friends at the American 
Embassy should share, unofficially, what was so essentially an 'American' 
secret at the first possible moment, and as soon as he had read whe 
completed draft he asked Mr. Edvard Bell of the American Embassy to come 
and see him. 



"Mr. Bell's first fury at learning that Germany was urging the 
Mexicans to 'reconquer the lost territory in Tex as and Arizona' turned, 
very naturally, into the belief that it was a ho&z. The Germans bad 
made sene bad mistakes in their time, but this was Incredible. 

"Hall was able to assure him that the message was far from. being a 
hoax, and Bell then said that publication would certainly mean war, and 
asked if the message was to be given to the Embassy. Ball explained that 
the Foreign Office had not yet come to a decision whether the message 
should be shown only to the President or given to the American people. He 
asked Bell to tell the Ambassador what be had seen, but at the same time 
begged him to make no use of the information until Mr. Balfour had made 
his decision. 
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"For the past week or so Ball had been vis It lug the Foreign. Office 
every day to discuss net hod 3 of handling the telegram, hut no satisfactory 
solution had been found. Lord Bardinge was averse from any step which 
could possibly convey the Impression in Washington that there vas a 
chambre noir in the Foreign Office or that the British Government was 
endeavouring to influence a neutral state in its favour." 



But by this tine Ball had information that the German -Amer icons in the 



United States were extremely active in their endeavors to stay the Presidents 



hand. He felt that the time had come for immediate action and formally 



pressed for a decision as regards bringing the Zimmermann Telegram to the 



attention of President Wil 3 on. On 20 February he received Balfour 'b authority 



to handle the whole matter as he saw fit . .Times continues the staryi 



"Prolonged discussed with Dr. Page and Mr. Bell followed. The 
Anba 33 odor was in no doubt about the best method to adopt with regard to 
the handing over of the telegram itself. He was sure the effect on the 
President’s mind would be infinitely greater if the documents were to be 
given to him officially by the Foreign Secretary, and this Mr. Balfour 
agreed to do. 

"The vexed questions of an absolute cover for Room h-0; the necessity 
for our doing nothing on American soil to which the American people could 
object; the possible refusal to accept the genuineness of the message, end 
the steps which would have to be taken in the event of Zimmermans himself 
denoucing the telegram as a forgery were not so easily resolved. 

"The advantages that were to flow from having obtained a copy of the 
telegram in Mexico and not in the United States were now evident. There 
vas nothing to prevent the American authorities from obtaining their own 
copy in the Washington cable office, and the fact that the British 
Government had officially provided a decoded transcript would satisfy 
them of its genuineness. But there vas still the possibility that the 
American Government would demand absolute proof, and that would mean 
handing over to them de Grey's reconstructed code, which Ball would never 
do. 



"Then, on a sudden, a possible solution suggested Itself, which vas 
so simple that Hall, the Ambassador, and Mr. Bell wondered why it had not 
occurred to any of them before, if President Wilson, when he exposed the 
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telegram, was In a position to state that It had been obtained and 
deciphered by Americans, on American soil, all would be veil, and this 
could be achieved if Mr. Bell de cyphered the message sent frosat Washington 
to Mexico under deGrey 'a tuition In the American Embassy, which, technically 
speaking, Was American ground. As for Zlnmermann's possible denial, it 
seemed better to wait until after the exposure before taking any decision. 

"After that, things happened speedily enough. On Saturday, February 
24, while the newspapers In Washington were asserting that In official 
circles there was still hope for averting trouble, Or. Page called at 
the Foreign Office and was officially handed the message. He lost no time 
and within a few hours a cable was on its way to the State Department! 

Confidential for the President and Secretary of State. 

Balfour has handed me the translation of a cypher message from 
Ziaaermann, the German Secretary of State for Foreign Affairs, to the 
German Minister in Mexico, which was sent via Washington and relayed by 
Bemstorff on January 19th. 

You can probably obtain a copy of the text relayed by Bernstarff 
from the cable office in Washington. The first group is the number of 
the telegram, 130, and the second is 13042, indicating the number of the 
code used. The last but two is 97556, which is Zimmermann'B signature. 

I shall sand you by mall a copy of the cypher text and of the 
decode into German, and meanwhile I give you the English translation 
as follows; 

(Here follows the text as printed above.) 

The receipt of this information has so greatly exercised the 
British Government that they have lost no time in camaunicating it to me 
to transmit to you in order that you may be able, without delay, to make 
such die positions as may be necessary in view of the threatened invasion 
of our territory. 

The following paragraph is strictly confidential. 

Early in the war the British Government obtained possession of a 
copy of the German cypher code used in the above message and have made it 
their business to obtain copies of Bernstorff 'a cypher messages to Mexico, 
amongst others, which are sent back to London and decyphered here. This 
accounts for their being able to decypher this message from the German 
Government to their representative in Mexico and also for the delay from 
January 19 until now in their receiving the information. 

This system has hitherto been a jealously guarded secret and is only 
divulged now to you by the British Government in view of the circumstances 
and their friendly feelings towards the United States. They earnestly 
request that you will keep the source of your information, and the British 
Government's method of obtaining it profoundly secret, but they put no pro- 
hibition on the publication of Zlmmermann's telegram itself. 
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The copies of this, and other telegrams , were not obtained in 
Washington, but were bought in Mexico. 

Z have thanked Balfour far the service his Government has rendered 
us and suggest that a private official' message of thanks from our Govern- 
ment to his would be appreciated. 

I am informed that this information has not yet been given to the 
Japanese Government but I think it not unlikely that, when it reaches 
them, they will make a public statement on it in order to clear up their 
position regarding America and prove their good faith in their allies. 

"It was not the case that the British Government bed obtained a copy 
of the German cypher code, hut it was the explanation Ball decided to give 
to the American Government. Risk of the loss of code -books was being 
taken throughout the war by every one of the belligerents, and It would be 
much better far the President to suppose that a copy of the code-book had 
come la to our bands than that, without such assistance, we had been able 
to read the messages. 

"Hall afterwards described the next few days as the moet anxious 
time of the whole war for him personally. He had assumed a great 
responsibility. Would it be Justified? Bad be done all that was possible 
to safeguard Regain 40? Was there a chance that the Ziunermann telegram 
would misfire? 



When Ambassador Page sent his telegram containing the English text of the 



Zimmer mann message, he said: 

"I shall send you by mall a copy of the cipher text and of the decode 
into German. 



These were sent from London on March 2, but of course could not have reached 
Washington in less than a week. In the meantime, Still worried about the 
authenticity of the telegram, Washington asked for a copy of the German code, as 
is evidenced by the following telegram: 
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Washington, Feb 28, 1917 

8 Pitta 

4493. Tour 5747, February 24-1 p.m. Please endeavor to obtain copy 
of German code from Mr. Saif our, decode following messages and telegraph 
translations. All three messages are dated January 17/ signed Bernatapff, 
and addressed to the German Legations at Bogota, Part-au-Prince, 
and Santiago, Chile, respectively. 

(Here follow code messages . ) 

Effort will he made to secure copies of all German cipher messages as 
far hack as possible and if the Department were in possession of the code 
there would he a great saving of time and expense. Contents of messages 
decoded here would of course he cceuunlcated to the British Government. 

Publication of Z(immermann) 's telegram to Mexico tomorrow. 

LANSING 



Page replied: 



London, March 1, 1917 - 11 p.m. 

(Received March 2, 12130 a.m.) 

Your 4493, February 28 - Q p.m. The three messages were deciphered 
today and are practically identical. They contain instructions to the 
three legations to use a certain variation of the cipher code when 
communicating with Berlin. The one to Santiago was to be repeated to other 
missions in South America. The question of our having a copy of the code 
has been taken up, but there appear to be serious difficulties. I am told 
actual code would be of no use to us as it was never used straight, but 
with a great number of variations which are known to only one or two 
experts here . The can not be spared to go to America. If you will seed 
me copies of B(erastorff ) *e cipher telegrams, the British authorities will 
gladly decipher them as quickly as possible giving me copies as fast as 
deciphered. I could telegraph texts or susnaries in matters of importance 
and send the other by pouch. Neither Spring Rice nor Gaunt known anything 
about this matter. 

PAGE 

Mr. Page’s informant was misinformed or was misleading Mr. Page. The code 



used is described by Mr. Fage in his original announcement concerning the 



Zixmermaxm telegram: 
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The first group is the number of the telegram, 130 (sc. in the 
German numbering eud dating code, in which the group 130 means 
"Number 3”; the Zimmermann telegram was therefore message No. 3 from 
Washington to Mexico City), and the second is 13042, indicating the 
number of the code used . The last group but two is 97556 , which is 
Zimmermann *s signature. 



This description tallies exactly with the copy of the telegram as secured 
by Mr. Folk from the Washington telegraph office. The message was in straight 
unenciphered German code, and could be read by any one in possession of both 
the telegram and the code book. Not only was the Zimmermann telegram as sent 
from Washington to Mexico City in this unenciphered 13040 code, but a whole 
multitude of messages between Washington and Berlin were sent in the same way. 

Nobody can blame Hall for trying to place around the cryptanolytic feat 
every security safeguard he could devise. If necessary he would put off on the 
wrong trail anybody he thought might Jeopardise security so as to cover the 
tracks of Roam 40. At the time this brochure (hold up the F-M brochure) was 
written we didn’t knew all the facts — we were using Inferences and making 
deductions. We said: 

Admiral Sir Reginald Hall, in his affidavit before the Mixed Claims 
Commission, said of this code (Claimant’s Exhibit 320, p. 776); 

The German cipher book covering this system of ciphering is in 
our possession, it having been captured bv the British authorities in 
the of a German consul uamad Wasmuss who was stationed at Shirks 

while Was muss was engaged in an endeavor to cut a British oil pipe line. 



-51 




REF ID:A62864 





It seems unlikely that a German consul engaged in an expedition to 
cut a pipe line should carry a diplomatic code book in his baggage, ' 
Moreover, the British copy of 13040 1b fragmentary, and gives every evidence 
of having been gradually reconstructed in a cryptographic bureau through 
the decipherment of messages * A glance at the copy given by the British 
to the United States after America's entrance into the war will demonstrate 
this fact. This copy contains about half the vocabulatry, but is not a 
transcript of part of the code book, since it comprises some words and 
phrases from all the pages. Some of the identifications, too, are marked 
doubtful. An actual copy Of a code book would certainly not exhibit 
missing and doubtful sections. 



We felt that the statement that a "cipher book"--or at least some sort of 
cryptographic document-- was found or captured must have contained an element 
of truth, but we didn't know Just h ow much, and when the British, soon after 
we entered the war, turned over to us a copy of their 13040 code, they didn't 
say anything about Its having been reconstructed upon the basis of another 
code that they'd captured . But that's exactly what they'd done, as I have 
since then established. Far instance, in Ewing (p. 167) we read the following: 



"When the storm broke in 1914 — and before it broke— the country was 
fortunate, Ewing has often said, in having the office of First Lord held 
by a man with the initiative and strength of Mr. Churchill. As First Lord, 
Churchill had watched the development of Room 40 with cuistant interest 
and had done much to foster it. It was typical of his care and foresight 
that he spent almost his last official hours during the political crisis 
in seeing that his successor— Mr. Balfour— should know fully what those 
in Room 40 were doing end what it implied. 

"To Mr. Balfour 's receptive mind, it also made an immediate appeal. 

He was quick to see its value, a ad, far that reason, gave it his continual 
attention. 

"Apart from the home naval signals, which were their first concern. 
Room 40 also intercepted much long -distance tireless— correspondence with 
Madrid, Athens, and Sofia, Constantinople, and other places. There were 
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many messages from German agents in north and South America. From time 
to time Captain Hall gave Ewing material that proved to he political in 
origin and substance. 

"During the summer months, code -hooks which had been captured in 
the German Consulate at Bushlre, were made use of. Soon It was found that 
much of the enemy's diplomatic correspondence could he read, thus providing 
a starting-point from which to penetrate, one after another, the German 
Foreign Office ciphers. The correspondence of that office, with its agents 
abroad, gave very useful information as to the enemy’s intentions, and a 
good deal of insight Into Its methods and psychology." 



Kate the illuminating statement that the captured material enabled the workers 
in Room k0 to read much enemy diplomatic correspondence,' "thus providing a 
starting-point from which to penetrate, one after another, the German Foreign 
Office Cibbers." 

Admiral James, too, gives us much more specific and valuable information on 

t 

this point: 



"In April something of even greater importance happened. There came 
into Rail's hands a copy of the German diplomatic code-book-treasure trove 
from Persia. 

"Row this book reached Hall is one of the strangest stories of the 
war. A naval officer, invalided from the Persian Gulf, came to one 
day and told him about a raid on the Abadan pipeline that had been planned 
by a German vice-consul, named Wasmuas. News of the impending raid was 
received in time to attack the raiding party in their camp, and the 
German vice-consul got away in his pyjamas on horseback, leaving his 
baggage behind. Hall van quick to see that the baggage might contain 
useful information, and, as a result of his inquiries, it was found in 
the cellars of the India Office. Re sent over Mr. Cozens Hard, who was 
then working with him, to examine the baggage, and he returned with the 
code-book. 

"The code-book was the one used for messages between Berlin and Madrid, 
and Berlin and Constantinople, and it was via Madrid that the German Foreign 
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Office sent their messages to their diplomatic representatives in North and 
South and Central America. Ever since the special stations had teen inter- 
cepting German wireless traffic, a continual flow of messages, which from 
their constructions were obviously not naval messages, had been arriving 
in Room 40, and had been staved away in cupboards. The time had came to 
retrieve these piles of messages, sort them, and begin work on them." 



With the aid of our able archivists I've been able to dig out of the old 

% 

files of World War I German Code 13040; here it is. It's an interesting 
document. 



But to get back to the Zimmermann Telegram itself again, you will recall 



that I said it was published in all the important newspapers in the world on 
March 1st, 1917* la pro-German circles the telegram was Immediately denounced 
as a forgery. After acrimonious debate a resolution was passed by the Congress 
that the President be asked to state the, source of the information. Be replied 



the same evening through his Secretary of State as follows; 



"The Government is in possession of evidence which established the 
fact that the note referred to is authentic, and that it is in the 
possession of the United States, and that the evidence was procured by 
this Government during the past week, but that it is in my opinion 
incompatible with the public interest to send to the Senate at the 
present time, any further information in possession of the Government 
of the United States relative to the note mentioned in the resolution of 
the Senate. 



ROBERT LANSING," 

"This utterly disconcerted the pro-German press, and most of these 
newspapers were forced to recant. Yet, in private, the word 'forgery' 
was still being freely used, and it continued to be used until, late 
on the evening of March 2, the German official wireless contained 
Ziamermann's frank admission that the note was genuine: 
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"The American Frees contains reports about instructions from, the 
Ministry of Foreign Affairs to the German Minister at Mexico City in 
case Germany after the proclamation of unrestricted submarine warfare 
should fail to keep the United States neutral. 

"These reports are based on the following facts : - 

"After the decision taken to begin unrestricted submarine warfare on 
February 1st, we bad, in view of the previous attitude of the American 
Government, to reckon with the possibility of a conflict with the United 
States. That this calculation was right is proved by facts, because the 
American Government severed diplomatic relations with Germany soon after 
the proclamation of the barred zone and asked other neutrals to Join in 
this demarche. 

"Anticipating these possibilities, it was not only the right but the 
duty of our Government to take precautions in time, in the event of a 
warlike conflict with the United States , in order to balance if possible 
the adhesion of our enemies to a now enemy. The German Minister in Mexico 
was therefore, in the middle of January, instructed, should the United 
States declare war, to offer the Mexican Government an alliance and arrange 
further details. 

"These instructions, by the way, expressly enjoined the Minister to 
make no advances to the Mexican Government unless he knew far a certainty 
that America was going to declare war. Bov the American Government 
received Information of instructions sent by a secret way to Mexico la 
not known, but it appears that treachery (and this can only be the case) 
has been committed on American territory." 



In short. Her r Zimmerman brazenly admitted he'd sent the telegram and 



he made the foolish apology far his inept conduct. This was his second grave 



error because if he'd been really smart he would have denounced the telegram 
as a forgery, a fraud, the product of British duplicity and chicanery— even if 
only to smoke the British out and make them prove the authenticity of the 
telegram by disclosing exactly how the message and the information contained in 
it had been obtained. 
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How could such a naive nan as Herr Zimmer maun was rise to he bead of the 
Foreign Office of a great and powerful state? It will hardly astonish you 
that Z imne r mann continued to use Code 13 0^+0 --and that he soon lost his job as 



Foreign Minister. 



"American reaction to the publication of the telegram can be seen in 
a message sent to Ball by Gaunt on March 6; 

GAUNT TO HAIL. 

"On the Friday night March 2nd I was the guest of the ’Round Tables 
which of course if the hottest stuff in New York in that line: it consists 

of about thirty members, and about eighteen attended. Choate was in the 
chair, and Root, Wicker sham, Olin, Milburn and other men of that type were 
in the party. After dinner they all drew their chairs up round the fire and 
went for me. Choate openly said that the Zinmermanu note was a forgery, 
and was practically unanimously supported by the whole bunch. I pointed 
out that both the President and his right hand man had given their ward that 
they knew it woe not, and that it should be accepted as genuine. Choate 
then said that he thought a committee of Congressmen and Senators should 
be given the proofs, and I stuck to It that it would be most unwise where 
men’s lives were Involved to give any details to men like Stone, Follette, 

O’ Gar man, etc., and that turned the tide in ay favour. They had to admit 
that I was right. Root then turned to me and asked me if I was satisfied 
that it was a genuine thing— and at the same time Choate asked me point 
blank whether I knew anything about it. I objected to the latter question, 
but as ny reply left them fairly convinced that I did know, I then told 
them that information had been conveyed to me by U.5. authorities, that 
I was satisfied that the note was correct, and a little surprised that 
they should cross-examine ate eo it instead of accepting the word of their 
President. That carried the day completely. The above is an illustration 
of the way it was received over here, nineteen out of twenty men believed 
it was a forgery, and had not Zinmermann come out with his statement on 
Saturday, I think it would have done us a great deal of harm. Am it was. 

It was a complete success, because Viereck, Ritter and all the rest of 
the inks lingers Just had time to get their yarn into the papers, pointing 
out hew obviously it was a British fakfe, when Ziamermann's statement 
knocked the bottom out of everything." 

"When, during the subsequent debate in the Senate on the Armed 
Neutrality Bill, only thirteen opponents could be found, Hall felt 
fairly confident. This 'little group of wilful men*, as the President 
called them, were able to talk out the measure, but the feeling of the 
American nation had been shown in no uncertain manner. 
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"War vaj inevitable, but Hall was still a pray to anxiety last all 
his efforts to safeguard Horn 40 would, prove to be inadequate. Be knew 
the Oernans would sake strenuous efforts to discover the truth. It was 
important to prevent publication of the German text of the message in its 
entirety, and this Hall was able to do. Dr. Page wrote to Lansing: 

"The authorities directly concerned would prefer that the German 
text should not be published, as its publication in entirety would 
indicate that our Government or some other part lee are able to de cypher 
the German code used in its transmission from Washington to Mexico and the 
Germans would then cease using it elsewhere . This Is Information which, 
judging by Zlnmarmann's reported statements, they may suspect would be of 
great value to them. At present the Germans cannot know exactly where 
or how the leak occurred) for all they know a copy of the message may have 
been lost or restored from the German Hn&assy in Washington, or the leak 
might have occurred between Berlin and Washington. 

"Were serious doubts being cast in America on the genuineness cf 
the instructions to the German Minister in Mexico the authorities here might 
reconsider their position, but as Zlnsaermann has admitted their genuineness 
in the Reichstag this can hardly be the case." 



That is what Hall greatly feared would happen- -but his fears turned out 



to be groundless. 

Actually the first lifting of tbs curtain of secrecy was very gentle j it 
was only a veiled hint, ia fact. So far as I’ve been able to learn from oareful 
research, it occurred in a lecture on 19 July 1921, only 4 years after the 
events we are considering happened . The lecture was delivered on the occasion 
of the granting of an honorary degree to Sir Maurice Hanksy, G.C.B., secretary 
of the Committee of Imperial Defense, by Edinburgh University on 19 July 1921. 

I quote from his address on this occasion as reported in the Scotsman of 
Edinburgh, on that date: 

^ There was one other name to which he wished to refer. Sir Maurice said. 
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There vere some in the war who at all tines were in the limelight; there were 

V 

y 

others who worked in obscurity. There was no name which deserved greater honour, 

V, ' 

- 

and no nan did greater service In that category to his country than their 

, j* i ^ 

y- - i 

\ | Vice-Chancellor and Principal, Sir Alfred Swing. 

This was just a little lifting of the veil. The next lifting of the veil, 
so far as I have been able to find, was in a similar sort of lecture about two 

i 

years later, when Nr. Lloyd George, on the occasion of his address as Lord 



Rector of Edinburgh University, made the following remarks responding to a 



toast. These I quote from the Edinburgh Morning Post of 2 March 1923: 



"University’s Contribution to the War. 

> - 

"In the afternoon Nr. Lloyd George was the guest at luncheon in the 
Student's Union. There was a company of about 200, presided over by 
Nr. A. J. M, Butler, President of the Union. 

"Mr. Lloyd George, in responding to the toast of his health, spoke 
of the great part the University had played in the war, not only by the 
contribution of her sons, but in the realms of science. In the end the 
brains of Britain's Universities beat those of the Germans. Their 
Principal's discoveries, the organisation which he set up, what he 
discovered by means of the organisation, brought to their knowledge 
things without which the Fleet could not have operated successfully; 
without which it would have been difficult far the anti-submarine 
campaign to be carried out. 'I say mare than that. ' (continued the 
speaker) . "It is his work that gave us the information which ultimately 
brought America into the war. (Cheers) That story will one day be 
told.'" 



And about four months later Mr. Churchill, one of those upon whom 
Edinburgh University was conferring honorary degrees, said the following, as 
reported in The Scotsman of 12 July 1923 f 
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"Concluding Mr. Churchill paid a tribute to the chairman, (Prof. 

Ewing) for his services in the Admiralty. The Vice-Chancellor, he said, 
made a contribution to the affairs of the Admiralty, and to the fortunes 
of the State, which might almost be called inestimable, if only from the 
fact that it had never been recognized. During the var no one did his bit 
more thoroughly in the whole of the vast building in Whitehall than Sir 
Alfred firing." 

There followed a much more revealing story in the Hendrick account published 
in the November 1925 issue of World’s Work ; 13-14 years later the son of Alfred 
firing published his book entitled The Man of Room 401 and finally, 40 years 
after the event came Admiral James’ book. I've used all these sources. 

But now I can add a few details which may be Interesting in connection 



with the German diplomatic codes of those days. 



The German system of distributing various codes and ciphers provided the 



embassies , including the military and naval attaches, with first-grade two-part 



codes of 10,000 groups. There were about ten different ones, for separate 



geographic areas. Legations and consulates were provided with second-grade 



codes which were apparently all derived from a basic large one-part code by 



shuffling or randomizing whole pages of 100 groups, and by a similar sort of 



shuffling of blocks of 10 on each page. There were several such semi -randomized 



or derived codes; one for the Near East, far example, known as Code 89736, was 
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tbe one captured from Wasmuss, or, as Cmdr . Dennlaton called him, "Mr. What 
Host". Another version, known as Code 13040, was for Western Hemisphere cojanunica- 
, tions, and that is why that code was used for the Zimmer mann Telegram when 
Bernstorff In Washington was obliged and regarded it aa his duty to forward 



the contents of the original version of the telegram, a version that was in one 
of the first-grade 10,000-group, two-part codes known as Code 7500. Why didn't 
Zlmnenaann send the message from Berlin directly in Code 13040, instead of 
Bernstorff repeat it in another code. Z don't know the answer to that. It's 
possible he did but I very much doubt it. You might ask whether it couldn't have 

i 

been in its 13040 clothing when it was sent via "the Swedish Roundabout". 
Bernstorff says in his book, My Three Years in America (1920) . p. 380* 



"X had nothing to do with the Mexico telegram, which took me completely 
by surprise. It was addressed, in the usual way, direct to the legation 
in Mexico, and passed through the Embassy at Washington on tbe same day 
on which I received the notification that the unrestricted U-boat war was 
to be declared. I had neither the right, nor was it vy duty, to hold up 
the telegram, although I disapproved of its contents. But even if I bad 
held it up, I should have served no useful purpose. As I afterwards beard 
from a certain Englishman, there was an office in England which deciphered 
all the telegrams which we sent over the English cable, and this office 
placed all their intercepts at the disposal of the American government after 
the rupture of diplomatic relations. There is nothing surprising in this, 
for we also deciphered all enemy telegru”” which ve were able to Intercept. 
Nowadays there is no cipher which is absolutely safe, if it has been in use 
far seme time. At that time, however, X did not know that all our cipher 
telegrams were being read by the English. If, therefore, I had held up the 
Mexico telegram in Washington, its contents would have been revealed to the 
American Government by the English, notwithstanding, and no one would have 
believed that the message had not been forwarded in some way to Mexico." 
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Don't you think Bernstorff ’s remark that he felt it hit duty to forward 
Zlame raann 's message to Eckhardt and that If he had held it up in Washington 
Its contents would nevertheless have teen revealed to us by the English-- doesn't 
this practically establish the fact that the code in which it cans to him was 
in Code 7500 and in that code only! I think it does. It also establishes 
the fact, X feel sure, that if the message really had been sent via "the Swedish 
Roundabout" it was in Code 7500 and was an exact duplicate of the message he 
received via the State Department route. 

By the way, I think you may be interested to learn that a little further 
on in his book Bernstorff says: 

"From the experience gained during the war, ve have learned that the 
diplomacy of the future will never be allowed to rely, far important matters, 
upon the secret of a cipher; far skilful experts arm now able to discover 
the moat complicated code, provided that they are able to intercept a 
sufficient number of telegrams." 

I'll add a final word on the point why the Zlamermann Telegram was sent 
from Berlin to Washington in Code 7500 and not in Code 13040 . I think it was 
dene far reasons of economy in time, lab or / end money. Zlnmermann wanted 
Bernstorff to know what he was cooking up with Eckhardt in Mexico City. Why 
send two separate telegrams— one to Eckhardt and one to Bernstorff? Why not 



Just one to Bernstorff and give the latter the headache of re -encoding the text 
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and forwarding that text (in 13040) to Eckhardt . Save money that way, wouldn't 
he. What did Zimmerman know about cryptography and the danger of sending out 
the same text in two different forme? nothing, obviously, note how the original 
message from Berlin starts: 

"Most Secret. For Tour Excellency's personal information and forwarding 
to the Imperial Minister in Mexico by a safe route." 

All the data I've given you prove, I feel quite sure, that the Zimmermann 
Telegram was never sent from Berlin either to Washington or to Mexico City in 
Code 13040. Bad Bernatcrff not forwarded the contents of the message in 7500 
it is very doubtful in my mind that the notorious Zimmermaxm Telegram would have 
been decoded in nearly so short a time as it was. Also, the solution of Code 7500 
would have taken more time— the possession of the 13040 isolog rmst have helped 
a great deal. In short, the circumstances, cryptologic and diplomatic, and the 
communications systems were such that the contents of the Zimmermans Telegram 
were discovered just in the nick of time. 

Code 39726, the one captured from "Mr . Yirt Must", was used in Persia and 
the Near East. The British had copies of traffic between Berlin and Persia. It 
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Is curious that even then the Germans didn't feel too safe In using it because 
they used a string of 7 to 17 or store digits as an additive far only the most 
secret parts of the telegrams. The British solved those adders, too, hut they 
never found out hov Berlin sent them to Persia. It may of course he that the 
Germans didn't fully trust the code clerks and only the Consul or Minister 
himself had the adders. 

Since Boom 40 possessed 89736 all traffic received was of course readable 
and much useful information in the Middle East was obtained. But the workers 
in Boom 40 noted the appearance of 13040 at first in intercepted letters to end 
from various legations In South America, and later, after they bad discovered 
the liaison between Berlin and Stockholm, they began to collect enough cable 
material to start research on this new book, and a very small staff, including 
de Grey and Montgomery undertook this work. 

They were of ^ curse familiar with 09736 and soon came to the conclusion 
that the new book was of similar construction but wtmiewhat shorter. Hush material 
was necessary to complete the solution of the book, as every new group identified 
required confirmation. 
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Thus, until all the scrambling of pages and blocks of 10's on pages bad become 
unscrambled to produce a clean and straightforward one -part 13040 code, much work 
had to be done and there had to be a good accumulation of material required far the 
confirmations of correct numbering of pages and blocks on the pages. 

1 told you sene minute a age that Sir Alfred Ewing, the ran who organized Room 40 
and got the work going so successfully, left Room 40 two years later to return to 
his old University of Edinburgh, where he now took office as Principal. In Ewing’s 
son’s book an episode is mentioned (p. 207) which may interest you: 

"Some months after (the American declaration of war ou Germany), when 
Page was being presented at Edinburgh with an honorary degree, Ewing was 
amused, but not at all surprised, to find that the Ambassador knew nothing 
of his connection with Room 40. Nor was he enlightened — although they had 
a ‘delightful talk on other matters'." 






I ima ging that for many of those present this morning the name Alfred 
Z limner mann, German Minister of Foreign Affairs In Berlin In the years 191^-1917 
is not one that arouses much Interest! in fact, I doubt that the name means 



anything to most of you. Yet, this gentleman, of whom I find it difficult to 



a ay "may his soul rest in peace", was the diplomat whose ■ clumsy andj unimaginative 



conduct of German foreign affairs in the three critical years I’ve mentioned 
A brought the United States of America into World War I as an active belligerent 
on the side of the Allies^ The might of the United States could easily have been 
thrown on the other side— during the critical months of the year 1916 — had 
Z imm er m ann been more astute. The consequences of such an event can hardly be 



imagined. I would be an understatement to say that possibly the course of 



history would have been changed in a spectacular manner 
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What did Herr Zlmaermann do or fail to do to merit so strong a statement 
as the one I've just aside? What he did was to send a telegram on 16 January 1917 
to the German Ambassador in Washington — a telegram which was in German enciphered 
code and which was intercepted and solved by the British cryptanalytic unit in 
London. What he failed to do was to see to it that the cryptosystem that had to 
be used to encrypt his message was technically sound enough to protect its 
contents. He did and failed to do something else In connection with his now 
famous message — but of that, more later. 

In order to prepare a proper background for the Zimmermann Telegram of 
1 6 January 1917 — that's what it's called in history — I should give you a brief 
word -picture of the situation from the outbreak of the war, on 1 August 191^> up 
to the day the telegram was sent. The picture I'm going to depict is a conden- 
sation of the excellent story set forth on pages 22 and 23 of Admiral Sir 
William James' book entitled The Eyes of the Navy, published in London in 1955* 

By 191*1- England had become so dependent on sea-borne imparts that her people 
couldn't live, let alone wage war, far more than four or five weeks after her 
sea-routes were broken. Keeping these routes open was therefore the principal 
task of the British Navy. On the other hand, her principal enemy, Germany, was 
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not dependent on sea-borne imports, so that the British Navy's historic function 
of arresting an enemy's sea-borne trade lapsed after German shipping had found 
refuge in neutral ports. 

There were then the British Grand Fleet and her hardly much inferior protagonist, 
the German High Seas Fleet, glaring at each other at a distance, and, although the 
Grand Fleet was becoming impatient and spoiling for a fight, the Germans didn't 
dare risk their fleet in major battle, confining their attacks to sporadic forays 
by fast units and to minelaying. 

German hopes of quick victory were shattered when trench warfare in France 
brought things to a stalemate, and with the passing of each month it became clear 
that there could be no victory far Germany unless British overseas trade was cut 
off. Someone high up in the Government then had what appeared to be a good idea. 

The success of the German small sub flotilla of 191^ pointed the way out 
without risking their High Seas fleets and the good idea was to give highest 
priority to building submarines and use them to destroy British and all other 
shipping to and from the British Isles. 

Now it happened that civilized rules of maritime warfare required that no 
merchant ship be sunk without warning, and before the crew could take to life 
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but for Germany this of course severly reduced the destructive power of their 
submarines and from time to time their commanders were ordered to ignore them in 
the case of the British merchantmen. But there were bound to be mistakes and the 
ships of neutrals were sunk. This brought a wave of resentment against the German 
Government and there were acrimonious notes to that government, especially from the 
American Government, when her ships were sunk and specious excuses were given far 
such sinkings. American antagonism was heightened by the discovery of plots and 
sabotage activities of German agents in America. 

The powerful German submarine offensive in 1916 soon began to take a dreadful 
turn for the British when the daily toll of their shipping losses was so heavy that 
unless some new tide set in — or unless the United States of America could be 
drawn into the war on the Allied side -- there could be only one end to it, 
that end would come soon. 

The problem then was two-fold: (l) To labor prodigiously to gain mastery over 

the German submarines, but this, it was recognized, would be a slow, a very slow, 
process; ( 2 ) to nry not to irritate or antagonize the United States and certainly 
not to exasperate America as the Germans were, in the hope that the latter would 
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sooner or later, the sooner the better, goad the Americans into joining the war 
against Germany. The British were fortunate in both respects. It turned out that 
thanks to the tremendous exertions of British shipbuilders, scientists, and sailors 
mastery over the submarines was attained but not until early in 1918. With this 
phase of the British problem as I've just stated it, we shall not concern ourselves 
today. It is with the other phase of it that my talk will deal. 

Let's see how the Germans behaved so as to outrage practically all Americans 
and make President Wilson ask Congress to declare war on them. 

During the first year of submarine warfare the German Government respected 
the rights of neutral nations but when faced with the prospect of losing the war 
unless all imports to the British Isles were cut off, it made a fateful decision. 

On 1 February 1917, it announced that as of that date German submarines would 
sink at sight ALL ships met on the high seas . 

What did President Wilson do on receipt of the German proclamation? Why, 
on 3 February he informed German Ambassador von Berustorff that his career in the 
United States was at sen end — the United States had severed diplomatic relations 
with Germany. Von Berustorff wasn't given much time to pack his belongings and 



go home. 
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Of course, Britain had hoped that the United States would now join the war 
against Germany. The American position was quite humiliating because it was clear 
that she could not give her own merchantmen any protection whatever, that is, she 
couldn't without going to war and President Wilson had promised to keep America 
out of the war. Hence, after the German declaration of unrestricted submarine 
warfare American ships kept within American harbors because they were afraid to 
leave and become helpless victims of submarine torpedoes — with large losses in 
life to be expected. As I've said. President Wilson was determined to keep America 
out of war; just like the Scandinavian and certain other countries in Europe were 
keeping out of it. But his position was a very difficult one; his own ambassador 
in London wrote in his diary: 

"I predict that the President cannot be made to lift a finger 
for war — until the Germans should actually bombard one of our ports. It's 
cowardice or pacifism that holds him back every time— Jeffersonianism." 

On the whole, American sympathies were with the Allies hut the feelings of 

a large Gerrasn -American population had to be taken into account, especially when 

British high-handed action, every once in a while, severely prejudiced their case. 

So the U.S. official attitude and position was, as I’ve indicated, very difficult. 

One writer, commenting on President Wilson's conduct, said that he "was hesitating 



on the brink of war, reluctant to plunge into it, clinging painfully to the idea 
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of strict neutrality which seemed to he almost a part of his religion.” 



But maybe a bit of politics got mixed up with the religion because, as 



some of you may remember, the Democratic slogan for President Wilson's campaign 
far a second term was "he kept us out of war". And let’s not forget the other 
famous explanation he gave for keeping out of war --his statement that "there is 



such a thing as being too proud to fight!" 



There was another factor we must keep in mind. For a large part of the 



United States, especially the Middle and Far West, the weir in Europe was 3, 



miles across the Atlantic — it might as well have been on another planet so far as 
the people who lived in those parts of our country were concerned. 

Then came the "cryptologic opportunity" which farmed the principal part of 

the title of my talk this morning, and which, overnight, it seems, the episode 

involving the interception and solution hy the British of the Zimmermann Telegram 
entirely changed the picture. 

How, historians may disagree as to why the United States became a belligerent 
in World War I; some of them even believe that we went in on the wrong side. But I 
think that most historians would now agree that it was the solution of the Zimmermann 
Telegram and the brilliant way in which the British used it that brought the United 



States into the war when she was brought in, and braugft in on the side of the Allies. 
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The whole episode is replete with drama, and it has been reported in a really 
dramatic manner on a recently presented TV program that was one in the series of 
historical episodes recounted on Walter Cronhite's "You are There!" Some of you 
nay have seen it when the program was presented "live"; some of you may have seen 
it as recorded on motion-picture film, a copy of which I've borrowed from the Office 
of Training and that film we now are about to see and hear. I'd like to add that 
the Zimmermann Telegram of 16 January 1917 was the subject of a radio broadcast 
by the British Broadcasting Corporation only as recently as 26 May 1958- I'm 
trying to get a transcript of that broadcast. I mention this to show you that 
the Zimmermann Telegram is quite a live subject today — k2 years later! 

Now let's have Walter Cronkhite's "You are There!" account of the Zimmer mann 
Telegram episode which he presented under the title "The secret message that 
plunged America into war.” 
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